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Fraud prevention

Chamber member Dick Bollard, from The Fraud Advisor,
highlights the dangers of business fraud and how to

combat it.

After 10 years in the Sussex Police
Major Fraud Unit | ought to have
some expertise that | could impart to
my colleagues in the Chamber to help
combat business fraud, so here goes.

COUNTERFEIT NOTES are a
nuisance if you discover them in the
till. Counterfeiting costs money and
to optimise profits counterfeiters

are likely to make £20 or £10 notes
as they will get better returns than
£5s, and £50s are often checked
more thoroughly so are more risky
for the villain. Checking for the metal
strip is one way of telling if a note

is counterfeit or not. The easiest
method is based on the fact that the
ink on a real note never dries, but it
does on counterfeits; so look for the
dark coloured area with ‘E Il R" on the
note, put your finger behind it and

rub it hard across plain white paper
- it should leave a coloured stain if it
is real because the ink is rubbing off.
Do not be afraid to check the note
before accepting it - you will lose out
if you wait.

CARD CLONING involves copying
(skimming) magnetic data from your
card onto another. Never let anyone
get your PIN either by watching you
at a cash point or supermarket, or
using a hidden camera above a cash
point PIN pad. Even if the villains
have a device on the cash point to
skim your magnetic details from your
card, they are of no use without the
PIN. The CHIP & PIN combination
works in the UK but abroad you need
the magnetic strip plus your PIN.
Either way your PIN is the common
element and is almost always

obtained by ‘shoulder surfing’ or
cameras, so cover up your PIN hand
to avoid any problems. Cloned cards
are only any use with your PIN.

CARD FRAUD involving online
shopping or telephone shopping is
an entirely different affair requiring
the visible details from the front
AND back of your card and probably
other personal details too, such as
your address - this has nothing to
do with the CHIP or the magnetic
strip or your PIN, and is a type of
identity theft.

If you suspect that your card may
have been compromised contact your
bank immediately and they will advise
you what to do.

Dick Bollard is The Fraud Advisor, an
independent fraud investigator who

provides expert advice on fraud in all
its forms and how to protect against
it happening to your business.

Tel: 01273 589098
Email: info@thefraudadvisor.co.uk
www.thefraudadvisor.co.uk.





